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Don’t Lose Your Phone: Here’s What Can Happen (and How
to Prepare)
Given how much we've come to rely on them, are you prepared to lose your
mobile device?
Mobile phones are amazing devices. They’re much more than just having
your email or social media at your fingertips; they’re truly portable
generalpurpose computers that also happen to be able to make phone
calls.
The Rochester Computer Society, Inc.
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We do a lot with our phones. Because they’re always with us, they’re one of
our primary means of content consumption — everything from social media to
news to maps to ebooks and more — as well as our primary means of
communication (though ironically, rarely by actually using the telephone) and
one of our primary contentcreation devices as well, in the form of photos and
videos.

www.tscelectronics.com

Special Interest Group
Linux Sig

The workshop is
the third Saturday
of each month, at
Interlock Rochester,
1115 East Main St.
www.interlockroc.org
Enter through door #7 on the end
of building, near Comics Etc and
Goodman St. Find 'Interlock' on
the intercom directory to get
buzzed in and go upstairs to suite
#200. We have experts on hand to
fix problems and answer questions
about Linux and FOSS (free and
open source software). Bring your
system in so we can help you get
the most out of it. Hope to see you
there.
Special Request
This is your newsletter. Are
there articles you would like to
see more of or possibly less of. Is
there a topic of interest that you
would like me to research and
put into print. In other words, is
this newsletter benefiting you.
tonydel@techie.com

As tiny computers, we’ve come to rely on them to store data, act as security
keys, wallets, fitness trackers, automotive trackers, and dozens of things I
can’t even think of right now.
Given everything we use our phones for, to say that we shouldn’t lose them is
stating the obvious. And yet lose them we do. I’m going to review some of the
things you need to be aware of when (not if) you lose your phone, and some of
the ways you can mitigate the damage when it happens.
Summary:
• You lose access to data on the phone.
• You lose control of data that can be accessed by the phone.
• You risk losing access to any account that can be accessed by the
phone.
• You risk losing access to your accounts via other means.
• You risk someone being able to impersonate you.

• Back up all data on your phone.
•
•

•
•

Set a PIN
Use a tracking service, ideally with remotewipe.
Have backup mechanisms in place for twofactor authentication.
Contact your carrier immediately.

If it’s in only one place
The first thing most people think of when they lose their phone is the
collection of photographs and videos they keep on it. Most commonly, these
are images they’ve taken using the device and haven’t bothered to copy
anywhere else.
In other words, they’re not backed up. They exist only on the phone. When
the phone is lost or stolen, so are all the photos.
While a few items might have been shared either directly or via social media
or other means, you can’t count on it. You also can’t count on those that were
shared having been saved, or having been shared in original quality.
Remember, of all the other data you keep, particularly on your phone, photos
and videos are the only ones that cannot be recreated.
If it’s on your phone, it’s in their hands
If your phone is stolen, the data on it is now in someone else’s
hands. All of the data stored on your phone: your emails,
contacts, texts, chats, documents, photos and videos, and
everything else.
And yes, it’s sometime difficult to know what’s on the phone and
what’s online in “the cloud”. As a result, you must assume it’s all
been handed to the person now holding your phone. Besides, as
we’ll see shortly, the distinction between what’s on your phone
and what’s online may well be irrelevant.
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If your phone is your key
Security experts and notsoexperts strongly recommend twofactor
authentication as a means of securing your online accounts. Without a doubt,
for maximum security you should avail yourself of this option if it’s available
for any account you consider important.
Phones are common and convenient twofactor authentication devices. Be it
via codegenerating apps that run on the phone, to codes in text messages that
you receive when logging on elsewhere, your ability to provide those codes on
demand “proves” you have the phone — the second factor — in your possession.
Thus, you must be who you claim to be.
When a phone is stolen, the first thing people worry about with twofactor
authentication is that the thief now has their second factor. That’s typically
not as huge a problem as you might think: they need both factors — your
password and the phone — in order to sign in as you elsewhere. Typically,
getting access to the phone won’t gain them access to your passwords as well.
The real, larger problem is you no longer have your second factor. Unless
you’ve prepared, you may not be able to log in to the accounts so protected.
Your phone becomes their portal
Much of the data we access using our phone is not actually stored on the phone.
Using various apps and interfaces, our phone is a portable gateway to our
online world. Email is the most obvious, but cloudstorage services, note
taking apps, music players and more all work primarily by fetching your
information from your accounts online.
Once a thief has access to your phone, they have access to this portal. They can
— and often do — proceed to immediately change your email password so as to
take control of that account, and at the same time remove their need for your
phone to continue; they can access your email anywhere now. Since your email
is also often your backup/recovery account for other online services, just getting
access to that opens a second portal for the thief to then wrest control of those
accounts as well.
They might become you
Stealing your mobile device is one of the best ways hackers and thieves begin to
impersonate you, possibly even leading to outright identity theft. Not only by
stealing your accounts, as I’ve discussed above, but by literally impersonating
you. Calls they make, or perhaps more realistically, text messages they send,
appear to have come from you. They can use that ability to fool everyone from
online services and banks to your friends and family.

So, what to do?
Now that I’ve laid out the great risk we embrace by relying so heavily on these
portable and easily lost or stolen devices, what should we do?
Certainly returning to luddite ways and abandoning the technology is not an option. Oh, I know it will be for some
people, but it’s their loss.
And there’s no need. There are several simple steps you can take to protect yourself.
Back up your phone
Particularly when it comes to photos and videos, there’s simply no excuse. Most cloud storage apps like Dropbox,
OneDrive, and others offer to automatically upload the photos and videos you take. Depending on your choice, they
can upload immediately regardless of where you are as long as you have an Internet connection, or they can upload
The Rochester Computer Society, Inc.
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the next time you’re connected to WiFi, so as to save on your mobile data plan.
If you do nothing else, back up your photos.
When it comes to the rest of the information on your phone, solutions vary. By
virtue of being linked to an online account, for example, email and contacts are
often automatically backed up. Many mobile providers automatically track
which apps you have installed and reinstall them if you move to a replacement
phone.
The data stored by the various apps you have installed, however, is a wild card.
For each app with which you have a significant investment of data, make sure
you understand where that data is stored and what happens if your device
disappears. If additional backups are called for, look to the app developer for
guidance.
Set a PIN
One very simple step to protecting the information on your phone is to set an
unlock code or PIN, and make sure your phone automatically locks after some
amount of time.
In order to access the device, the correct PIN must be entered. Without it,
accessing what’s on your phone becomes difficult, if not impossible.
Also, consider configuring your phone such that if the wrong PIN is entered too
many times — say ten times — then the phone automatically wipes all data.
A PIN isn’t perfect — it’s sometimes easy to guess or “shoulder surf” (watch
someone enter their pin) — but it’s an excellent first level of defense when it
comes to protecting the information on and accessible by your mobile device.
Consider a tracking service
You may or may not need an additional tracking service for your phone — you
may already have one, courtesy of your platform (iPhone or Android) or your
mobile carrier. In my opinion, it’s important that such a service have the
following features:
•
•
•

The ability to locate your phone using its GPS.
The ability to remotely lock and/or wipe your phone of all data.
The ability to display a message on the phone’s screen.

Remote wipe is critical, in my opinion, as it’s the only way to protect yourself
should a thief gain access to your device.
Personally, in addition to the facilities made available via Android and my
carrier, I use Prey to protect my phone, my wife’s phone, and the laptop with
which I travel most.

Articles by RCSI members may
be reprinted by other user
groups, without special
permission, provided they are
unaltered and the publication
emails a copy to the author.
Articles by authors from other
organizations retain their original
copyright. Articles provided by the
Association of Personal Computer
User Groups (APCUG) may be
reprinted if credits remain intact.

Computer Recycling
Some Residential Drop off
Locations: Call first, to find out
what is accepted, especially for
'tube type' tvs or monitors.
Pod Computers accepts most
electronic waste (no tv's or crt's),
located at 1925 South Ave, the
wedge where South Ave and East
Henrietta Rd meet. 2442240.
Monroe County ecopark
(Cathode Ray Tube TVs and
monitors  $10 each credit/debit
card only) 10 Avion Drive
Rochester, NY 14624
Phone: (585) 7537600 (Option #3)
Best Buy stores accept most
electronic waste (CRT and some
other TVs include a fee of $25
each)
Maven Technologies offers free
residential drop off, 9:00 am – 4:00
pm (MF), 1450 Lyell Avenue,
Rochester, NY. The processing
center is located on the NW corner
of Lyell and Mt Read, behind the
'strip mall'. Go to the customer
entrance. 4582460.

Set up twofactor properly
It’s not enough to set up twofactor authentication. Whenever possible, you need to set up a recovery mechanism.

Most services that use twofactor have alternate approaches available when your second factor, such as your phone,
isn’t available. They’re often more cumbersome and time consuming, but they’re infinitely preferable to not being
able to access your account at all. Some of the recovery mechanisms include:
•
•

Additional second factors, such as additional devices or textmessage numbers to which a code can be sent.
Onetime passwords. These are created and saved somewhere safe. Should you not be able to log in using
your second factor, you can use a onetime password instead. As the name implies, each can be used exactly
once. If you run out of these passwords, you return to the service to generate more. The critical thing to
realize is that you need to create onetime passwords before you need them, and keep them in a safe place.
4
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•

Recovery email address(es). Again, these must be set up beforehand, but they act as a type of second factor:
prove you can access this predefined account, and you must be who you say you are.

Regardless, make absolutely certain that if you lose your twofactor device, you have an alternate way in.
Contact your mobile provider as soon as possible
Finally, if your phone has been lost or stolen, contact your mobile provider as quickly as possible. There are two
reasons you don’t want to waste time on this:

• They can disable the phone, preventing it from accessing the mobile network (though the phone will likely
•

still be able to access the Internet via a WiFi connection).
They will be aware of all the security options — from remote wipe to simply locating the phone — that may
be preinstalled, and be able to help you make the wisest decisions about what steps you need to take.

Given how much we use them and what we use them for, losing your mobile device is no small matter. It pays to
prepare beforehand and act quickly when disaster strikes.
* * * End of Article * * *

Model paves way for faster, more efficient translations of more languages
by Rob Matheson | MIT News Office
New system may open up the world’s roughly 7,000 spoken languages to computerbased translation.
MIT researchers have developed a novel “unsupervised” language translation model — meaning it runs without the
need for human annotations and guidance — that could lead to faster, more efficient computerbased translations of
far more languages.
Translation systems from Google, Facebook, and Amazon require training models to look for patterns in millions of
documents — such as legal and political documents, or news articles — that have been translated into various
languages by humans. Given new words in one language, they can then find the matching words and phrases in the
other language.
But this translational data is time consuming and difficult to gather, and simply may not exist for many of the 7,000
languages spoken worldwide. Recently, researchers have been developing “monolingual” models that make
translations between texts in two languages, but without direct translational information between the two.
In a paper being presented this week at the Conference on Empirical Methods in Natural Language Processing,
researchers from MIT’s Computer Science and Artificial Intelligence Laboratory (CSAIL) describe a model that runs
faster and more efficiently than these monolingual models.
The model leverages a metric in statistics, called GromovWasserstein distance, that essentially measures distances
between points in one computational space and matches them to similarly distanced points in another space. They
apply that technique to “word embeddings” of two languages, which are words represented as vectors — basically,
arrays of numbers — with words of similar meanings clustered closer together. In doing so, the model quickly aligns
the words, or vectors, in both embeddings that are most closely correlated by relative distances, meaning they’re
likely to be direct translations.
In experiments, the researchers’ model performed as accurately as stateoftheart monolingual models — and
sometimes more accurately — but much more quickly and using only a fraction of the computation power.
“The model sees the words in the two languages as sets of vectors, and maps [those vectors] from one set to the other
by essentially preserving relationships,” says the paper’s coauthor Tommi Jaakkola, a CSAIL researcher and the
Thomas Siebel Professor in the Department of Electrical Engineering and Computer Science in MIT’s Institute for
Data, Systems, and Society. “The approach could help translate lowresource languages or dialects, so long as they
come with enough monolingual content.”
The model represents a step toward one of the major goals of machine translation, which is fully unsupervised word
alignment, says first author David AlvarezMelis, a CSAIL PhD student: “If you don’t have any data that matches
The Rochester Computer Society, Inc.
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two languages … you can map two languages and, using these distance measurements, align them.”
Relationships matter most
Aligning word embeddings for unsupervised machine translation isn’t a new concept. Recent work trains neural
networks to match vectors directly in word embeddings, or matrices, from two languages together. But these
methods require a lot of tweaking during training to get the alignments exactly right, which is inefficient and time
consuming.
Measuring and matching vectors based on relational distances, on the other hand, is a far more efficient method
that doesn’t require much finetuning. No matter where word vectors fall in a given matrix, the relationship
between the words, meaning their distances, will remain the same. For instance, the vector for “father” may fall in
completely different areas in two matrices. But vectors for “father” and “mother” will most likely always be close
together.
“Those distances are invariant,” AlvarezMelis says. “By looking at distance, and not the absolute positions of
vectors, then you can skip the alignment and go directly to matching the correspondences between vectors.”
That’s where GromovWasserstein comes in handy. The technique has been used in computer science for, say,
helping align image pixels in graphic design. But the metric seemed “tailor made” for word alignment, Alvarez
Melis says: “If there are points, or words, that are close together in one space, GromovWasserstein is automatically
going to try to find the corresponding cluster of points in the other space.”
For training and testing, the researchers used a dataset of publicly available word embeddings, called FASTTEXT,
with 110 language pairs. In these embeddings, and others, words that appear more and more frequently in similar
contexts have closely matching vectors. “Mother” and “father” will usually be close together but both farther away
from, say, “house.”
Providing a “soft translation”
The model notes vectors that are closely related yet different from the others, and assigns a probability that
similarly distanced vectors in the other embedding will correspond. It’s kind of like a “soft translation,” Alvarez
Melis says, “because instead of just returning a single word translation, it tells you ‘this vector, or word, has a strong
correspondence with this word, or words, in the other language.’”
An example would be in the months of the year, which appear closely together in many languages. The model will
see a cluster of 12 vectors that are clustered in one embedding and a remarkably similar cluster in the other
embedding. “The model doesn’t know these are months,” AlvarezMelis says. “It just knows there is a cluster of 12
points that aligns with a cluster of 12 points in the other language, but they’re different to the rest of the words, so
they probably go together well. By finding these correspondences for each word, it then aligns the whole space
simultaneously.”
The researchers hope the work serves as a “feasibility check,” Jaakkola says, to apply GromovWasserstein method
to machinetranslation systems to run faster, more efficiently, and gain access to many more languages.
Additionally, a possible perk of the model is that it automatically produces a value that can be interpreted as
quantifying, on a numerical scale, the similarity between languages. This may be useful for linguistics studies, the
researchers say. The model calculates how distant all vectors are from one another in two embeddings, which
depends on sentence structure and other factors. If vectors are all really close, they’ll score closer to 0, and the
farther apart they are, the higher the score. Similar Romance languages such as French and Italian, for instance,
score close to 1, while classic Chinese scores between 6 and 9 with other major languages.
“This gives you a nice, simple number for how similar languages are … and can be used to draw insights about the
relationships between languages,” AlvarezMelis says.
Reported on the MIT website, www.news.mit.edu, October 30, 2018.
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The most prolific planet-hunting machine in history has signed off.
by Mike Wall, space.com senior writer, Oct 30, 2018

NASA's Kepler space telescope, which has discovered 70 percent of the 3,800 confirmed alien worlds to date, has

run out of fuel, agency officials announced today (Oct. 30). Kepler can no longer reorient itself to study cosmic
objects or beam its data home to Earth, so the legendary instrument's inspace work is done after nearly a decade.
And that work has been transformative.
"Kepler has taught us that planets are ubiquitous and incredibly diverse," Kepler project scientist Jessie Dotson,
who's based at NASA's Ames Research Center in Moffett Field, California, told Space.com. "It's changed how we
look at the night sky."
NASA's prolific Kepler Space Telescope has run out of fuel, agency officials announced on Oct. 30, 2018. The
planethunting space telescope discovered thousands of alien worlds around distant stars since its launch in 2009.
Today's announcement was not unexpected. Kepler has been running low on fuel for months, and mission managers
put the spacecraft to sleep several times recently to extend its operational life as much as possible. But the end
couldn't be forestalled forever; Kepler's tank finally went dry two weeks ago, mission team members said during a
telecon with reporters today.
"This marks the end of spacecraft operations for Kepler, and the end of the collection of science data," Paul Hertz,
head of NASA's Astrophysics Division, said during the telecon.
Leading the exoplanet revolution
Kepler hunted for alien worlds using the "transit method," finding the brightness dips caused when a planet crosses
its star's face from the spacecraft's perspective.
Those dips are tiny — so tiny, in fact, that NASA officials were originally dubious that a spacecraft could make such
measurements. The driving force behind Kepler, Ames' Bill Borucki, had four mission proposals rejected in the
1990s before finally breaking through in 2000, after he and his team demonstrated the instrument's sensitivity at a
testbed facility on Earth. (Borucki retired in 2015.)
It still took a while for Kepler to get aloft. The spacecraft launched in March 2009, on a $600 million mission to
gauge how common Earthlike planets are throughout the Milky Way galaxy.
Initially, Kepler stared continuously at a single small patch of sky, studying about 150,000 stars simultaneously.
That work was incredibly productive, yielding 2,327 confirmed exoplanet discoveries to date.
In May 2013, however, the second of Kepler's four orientationmaintaining "reaction wheels" failed. The spacecraft
couldn't keep itself steady enough to make its ultraprecise transit measurements, and Kepler's original planet hunt
came to an end.
But the spacecraft wasn't done. Kepler's handlers soon figured out a way to stabilize it using sunlight pressure,
and, in 2014, NASA approved a new mission called K2. (Sending astronauts to service Kepler is out of the question;
the spacecraft orbits the sun, not Earth, and is millions of miles from our planet.)
During K2, Kepler studied a variety of cosmic objects and phenomena, from comets and asteroids in our own solar
system to faraway supernova explosions, over the course of different 80day "campaigns." Planethunting remained
a significant activity; the K2 alienworld haul stands at 354 as of today.
Kepler's observations over both of its missions suggest that planets outnumber stars in the Milky Way and that
potentially Earthlike worlds are common. Indeed, about 20 percent of sunlike stars in our galaxy appear to host
rocky planets in the habitable zone, the range of distances where liquid water could exist on a world's surface.
"Kepler's exoplanet legacy is absolutely blockbuster," Dotson told Space.com.
But the mission's legacy extends to other fields as well, she stressed. For example, Kepler's precise brightness
measurements — which the telescope has completed for more than 500,000 stars — are helping astronomers better
understand the inner workings of stars. And the instrument's supernova observations could shed considerable light
on some of the most dramatic events in the universe.
The Rochester Computer Society, Inc.
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"We've seen explosions as soon as they happen, at the very beginning," Dotson said. "And that's very exciting if
you'd like to figure out why things go, 'Boom!'"
Not done yet
Even though Kepler has closed its eyes, discoveries from the mission should keep rolling in for years to come. About
2,900 "candidate" exoplanets detected by the spacecraft still need to be vetted, and most of those should end up
being the real deal, Kepler team members have said.
A lot of other data still needs to be analyzed as well, Dotson stressed.
And Kepler will continue to live on in the exoplanet revolution it helped spark. For example, in April, NASA
launched a new spacecraft called the Transiting Exoplanet Survey Satellite (TESS), which is hunting for alien
worlds circling stars that lie relatively close to the sun (using the transit method, just like Kepler).
Some of TESS' most promising finds will be scrutinized by NASA's $8.9 billion James Webb Space Telescope, which
is scheduled to launch in 2021. Webb will be able to scan the atmospheres of nearby alien worlds, looking for
methane, oxygen and other gases that may be signs of life.
Kepler's death "is not the end of an era," Kepler system engineer Charlie Sobeck, also of NASA Ames, told
Space.com. "It's an occasion to mark, but it's not an end."
* * * End of Article * * *

* * * * * SOFTWARE and HARDWARE * * * * *
Dan’s Desk

Computer Fundamentals #2
By Dan Douglas, President
Space Coast PCUG, FL

Here is part 2 of my series on “Computer Fundamentals”  a series of articles to explain the fundamentals of

computers, programming and their usage that will hopefully deepen your understanding of how it all works and why
things are the way they are.
This time we will examine two core parts that make any computer more than an assortment of electronic
components:
1. the operating system (OS)
2. a program (app or application)
Both are software, that is many lines of programming code that performs a set of functions that must be loaded
onto a hardware platform to operate. Hardware is the real set of electronic components that make up a computing
device. A typical hardware desktop has the following core parts:
•
•
•
•
•
•

a motherboard
a central processing unit or CPU
one or more memory chips
storage devices (DVD/CD/hard drive, etc.)
a video display
input devices – keyboard, mouse, touchscreen, etc.
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The OS is the programming code that allows the hardware to do something. Without an OS you get a blinking
cursor and nothing else. It is often called the system software to differentiate it from application software. The OS
allows the hardware to process application programs written in any number of languages to operate on a given
hardware platform. In essence, the OS translates certain instructions from the app to perform specific tasks using
the hardware. The OS controls hardware devices using ‘drivers’ which translate instructions into commands that a
specific piece of hardware can perform. The OS also controls the allocation of the system memory, usually called
Random Access Memory or RAM. RAM is the memory sticks or chips that every computing device contains that is
required to load instructions into to trigger some activity. Typically, a desktop or laptop computer contains around
4GB today. All the most popular operating systems can also allocate a file on a disk drive to serve as ‘virtual
memory’ which effectively doubles the amount of memory available for the OS to assign to program tasks.
An app is the piece of software that works in conjunction with the OS to allow a user to process some input, do
something with it and produce some output. Each app on your smartphone is a specialized piece of software
designed to do something such as look up the cheapest gas stations to my location or tell me what the movie times
are at the local cinema. The user interface on a PC typically uses icons (those shortcuts on your desktop) for the
user to click on, using a mouse or a keyboard or to touch on a touchscreen, to start a specific program. The OS
intercepts the start action and loads the program into the correct amount of memory for it to execute. The program
will ask for certain files to be opened or created and the OS uses device drivers to access the storage media or the
network to create or access the file information. The program will then take some action using that data, such as
displaying some information, calculating something using the data, or printing a map. Perhaps you will choose to
print the results of the data being processed in which case the OS will use a device driver to pass the desired report
to the printer in a format that that specific printer can understand and handle as a printed report. As a final step
you may instruct the program to save any updates that you made at which point the OS will again access the
storage media and tell it to write the data in a file.
In the next part we’ll look at the evolution of operating systems and basic file systems.
From the April 2018 issue, The Space Coast PC Journal, www.scpcug.org, datadan@msn.com.

Tidbits of probably useless information
A sneeze travels out your mouth at over 100 mph.
Your ribs move about 5 million times a year, every time you breathe.
In the White House, there are 13,092 knives, forks and spoons.
Slugs have four noses.
Recycling one glass jar, saves enough energy to watch tv for three
hours.
Lightning strikes about 6,000 times per minute on this planet.
Owls are one of the few birds that can see the color blue.
The average American/Canadian drinks about 600 sodas a year.
It was once against the law to slam your car door in a city in
Switzerland.
There wasn’t a single pony in the Pony Express, just horses.
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Digital Camera Anatomy
By Dick Maybach, Member
Brookdale Computer Users Group, NJ

This is the first of three articles on digital cameras covering their anatomy, how their processors control them,

and how they process the captured images. An early Kodak slogan was, “You press the button; we do the rest.”
Today, modern digital cameras can make the same claim. Most of us have pressed the button; let’s look at the rest of
the process.
The First Digital Camera
In 1975, Steven Sasson at Eastman Kodak developed the first digital camera, shown in Figure 1. He used offthe
shelf parts: a moviecamera lens, a newlydeveloped sensor from Bell Labs, a cassette tape for storage, and a TV
monitor to display the images. The camera had a 1/20
second shutter speed but needed 23 seconds to transfer a
100 by 100pixel blackandwhite image to tape. Kodak
wasn't interested, because they feared digital cameras
would reduce their profits from photographic films. They
were right, and in 2012, they filed for bankruptcy.
Figure 1. The First Digital Camera.
Camera Types
Figure 2 shows a simplified view of a consumer digital
camera architecture; the lens focuses the incoming light
onto the photo sensor, which takes the same roll as
photographic film. In all but the simplest cameras, a
diaphragm with a variable area limits the amount of
light entering the camera. (Notable exceptions are cell
phone cameras.) The shutter opens only when you wish
to take a picture. Located as shown, it’s called a focal
plane shutter, because it’s very near the plane where the
lens focuses the light. The shutter can also be near the
lens or it can be integrated into the sensor (which is the
case for cellphone cameras). There are thus two ways to
control the amount of light striking the sensor, with the
diaphragm and with shutter. Although only a simple
lens is shown here, more complex ones are common.
Figure 2. Basic Camera Components.
The liquid crystal display (LCD) shows you where the
camera is pointed and lets you look at the pictures you have
taken. It also displays the camera status and setup menus. On
higherend cameras, a second LCD that shows the same
information as the one on the rear panel allows for viewing in
bright sunlight. The result is called a viewfinder. In older
cameras the viewfinder was purely optical, with its own lens,
but this is rare now. The sensor must operate all the time,
whether to provide an image for composing or one for storage,
although its resolution is usually reduced for composing. You
may have noticed a problem; when the shutter is closed, light
can’t strike the photo sensor, and the LCD has nothing to
display. Cameras with mechanical shutters hold them open to allow a display, close them briefly when you press the
button to allow the photo sensor to be reset for picture taking, and open them for the exposure, and perhaps close
10
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them while the image is transferred from the sensor.
A digital single lens reflex (DSLR), shown in Figure 3, places a mirror in the light path to reflect the light into the
optical viewfinder whenever the camera is not taking a picture. To take a picture, both mirrors momentarily flip up.
Normally, DSLRs also have focal plane shutters since they must be located out of the way of the mirror. Their high
performance sensors often have both mechanical and electronic shutters.
Figure 3. Digital Single Lens Reflex Architecture.
Because the sensor receives light only when taking a
picture, the LCD can display only the pictures already
taken. Live viewing requires an auxiliary sensor, often
located in the viewfinder, as both the shutter and mirror
block light from the main sensor. The main mirror is
partially silvered to allow some light to pass through it
and be reflected down to the focus and exposure sensors
by the second mirror. These sensors are optimized for
their particular uses since they aren’t used to capture
images. This arrangement implies a high price. Besides
its mechanical and optical complexity, its lens must be far
away from the sensor to clear the mirror. Its main
advantages are highquality pictures and fast operation. Because of its cost, SLR architecture is used only for high
end, interchangeablelens cameras.
Lenses
The complexity of Figure 4 is typical of modern lenses, although cellphone and Webcam lenses often have only a
single element. Pointandshoot lens complexity lies between these extremes. The added lens elements correct
distortion, keep the light intensity constant across the sensor and reduce color aberration.
Figure 4. Highend lens.
Digital Sensors
We will now shift gears to look at how the camera
records an image. You may be surprised to learn that its
sensor does not use the redgreenblue (RGB) format. A
computer in the camera changes the recorded
information into the desired output format.
Bayer Color Filter Array
Each pixel on a digital camera sensor contains a light
sensitive photo diode which measures the brightness of
light. Photodiodes are monochrome devices, unable to
sense color. Therefore, a mosaic pattern of color filters is
positioned on top of the sensor to allow only red, green, or blue light to illuminate a single pixel. The most common
filter used in digital cameras is the GRGB Bayer Pattern, named after a Kodak
engineer. The result is a color filter array, shown in Figure 5. By breaking up the
sensor into red, blue and green pixels, it is possible to get enough information in the
general vicinity of each sensor to make an accurate estimate of the true color there.
By contrast, our eyes contain two types of sensors: rods, which are much more
numerous, detect only intensity and are most sensitive to green light, and cones,
which detect color.
Figure 5. Bayer Filter.
In the Bayer filter pattern, the colors are not evenly divided – there are as many
green pixels as there are blue and red combined, because our eyes are more
The Rochester Computer Society, Inc.
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sensitive to green detail than the other colors. The advantages of this method are that only one sensor is required,
and all the color information (red, green and blue) is recorded at the same moment. The raw output from a sensor
with a Bayer filter is a mosaic of red, green and blue pixels of different intensities. After a raw image has been
obtained from a photosensor blanketed by a Bayer pattern of color filters, it must be converted into standard red,
green, and blue format, usually sRGB or Adobe RGB. A computer in the digital camera determines the correct color
for each pixel in the array by averaging the color values of neighboring pixels. This process is called demosaicing.
CMOS Sensor
The Complementary Metal Oxide Semiconductor (CMOS) sensor, shown in Figure 6, is now the dominant type.
This sketch shows one CMOS sensor pixel containing a photosensitive area (photodiode), busses, microlens, Bayer
filter, and three support transistors. Each pixel in a CMOS image sensor contains an amplifier transistor, which
converts the charge generated by the photodiode into a voltage. In addition, the pixel also features a reset transistor
to control photon accumulation time, and a rowselect transistor that connects the pixel output for readout. All this
circuitry reduces the photodiode area. In operation, the first step is to use the reset transistor to drain the charge
from the photosensitive region. Next, the integration period begins, and light interacts with the photodiode region
of the pixel to produce electrons, which are stored in the silicon potential well lying beneath the surface.

Figure 6. CMOS PixelCell Anatomy.
After the integration period has finished, the row
select transistor is switched on, connecting the
amplifier transistor in the selected pixel to its load,
thus converting the electron charge in the photodiode
into a voltage. The resulting voltage appears on the
column bus and can be detected by the sense
amplifier. This cycle is then repeated to read out
every row in the sensor in order to produce an image.
Keep in mind that even simple cellphone cameras
have millions of these cells on their sensors.
Figure 7 shows a complete CMOS image sensor
that contains an active image area of 640 x 480 pixels.
The photodiode array, located in the large reddishbrown central area of the chip, is covered by a Bayer color filter
array and a microlens array. The inset reveals a highly magnified view of the filter and microlens array. Also
included on the sensor is the analog signalprocessing circuitry to collect and interpret the signals. These then go to
the analogtodigital conversion circuits, located adjacent to the photodiode array on the upper portion of the chip.
You can see the peripheral circuitry located on the
edges of the chip.
Figure 7. CMOS Image Sensor
Integrated Circuit Architecture.
CMOS Functions
In addition to converting photons to electrons and
transferring them, the CMOS sensor might also
perform image processing, noise reduction, and analog
to digital conversion. This functional integration onto a
single chip reduces the number of external components
needed. Using such an integrated CMOS sensor allows
the digital camera to devote less space to other chips,
such as digital signal processors (DSPs) and ADCs.
CMOS is the dominant semiconductor technology, so
these devices enjoy huge economies of scale.
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To read out the array, a row is selected, which connects one pixel in each column to the column bus. Each column
is then selected in turn, which sends the pixels one at a time to the output amplifier. Figure 8 shows the circuit
blocks to accomplish these functions.

Figure 8. CMOS Functional Diagram.
Although this introduction was quite
brief, it does show that digital cameras,
even the simple ones found in cellphones
are far more complex than you probably
suspected. Their optics are relatively
simple, about the same as in a consumer
film camera of 50 years ago, but their
electronics boost their performance far
beyond these early devices. Since optics
are expensive and circuitry cheap, the
result is impressively cost effective.
Next time, I’ll discuss camera control and
image capture.
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