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Picture Management – Something we all need
By Phil Sorrentino
Contributing Writer, The Computer Club, Florida

With the advent of the smartphone, a camera is always only an

arm’s length away, because your smartphone is probably in your
pocket or your handbag. And having the camera so available means we
take, and hence have, many more pictures (and maybe even videos).
With this increased number of pictures comes the problem of
organizing or managing them so we can access them when they are
needed. The picture may not seem so valuable if you can’t find it when
you want to show it to someone.
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I think it was very innovative and forward thinking of Steve Jobs at
Apple to include a camera in the original iPhone. Today, the camera is
probably the second most important reason why you have a smartphone
(the first being the fact that the smartphone can make phone calls). The
cameras, built into smartphones, have really improved in the short time
that smartphones have been in use. Originally the cameras might have
only been a megapixel or so in picture size (the original iPhone had a 2
megapixel camera); now the cameras have as many pixels as some
professional cameras (the iPhone 7 has a 12megapixel camera). And,
www.tscelectronics.com
though the quality of the pictures from the earlier smartphones may have
been only acceptable, the quality of the pictures from many of today’s
Special Interest Group
cameras is only surpassed by pictures from very expensive professional
cameras.
Linux Sig
So, with all these pictures, we naturally look for help to organize them,
The workshop is
and fortunately help comes in the form of digital picture management
the third Saturday
software. Photoshop Elements is a possible solution with a price tag of
of each month, at
around $80.
Interlock Rochester,
Picasa has been a very popular, free, picture editor and management
1115 East Main St.
software application. Unfortunately, Picasa which was available from
www.interlockroc.org
Google since July 2004, was discontinued February 2016. Google is
Enter through door #7 on the end
recommending its cloudbased “Google Photos” be used in place of Picasa.
of building, near Comics Etc and
“Google Photos” is not the same as “Photos” that you will find on a
Goodman St. Find 'Interlock' on
Windows 10 computer in the “All Apps” list. The Windows 10 Photos App
the intercom directory to get
is a photo viewer that provides minimal picture management. Google
buzzed in and go upstairs to suite
Photos is a cloudbased App that encourages you to upload your pictures
#200. We have experts on hand to
from all of your devices to the cloud, where the photos are stored and
fix problems and answer questions
managed. Then, using the Google Photos App, you can view all of your
about Linux and FOSS (free and
photos from any device with an internet connection.
open source software). Bring your
Google gives you 15GB of storage space (you can purchase more if
system in so we can help you get
needed), and then (with a setting) gives you a choice of “High Quality
the most out of it. Hope to see you
(free unlimited storage)”, or “Original quality (full resolution that counts
there.
against your 15GB quota)”. The “High Quality” selection produces “Great
visual quality at reduced file size”, as stated on the website. (This 15GB
of storage appears to be separate from your “Google Drive”, if you have
Free, online
one, because there is a setting to “Show Google Drive photos and videos in
Virtual Technology
your Photos library”.)
Conferences,
The photos.google.com website states “the photos are automatically
presented by APCUG
organized and searchable”, and “the photos can be organized by people,
Saturdays from 15 pm, on
places, or things”. The website tutorial also indicates that you can “Easily
edit and share” your photos. So, it seems like once your photos are
May 6, 2017
uploaded to the cloud, they can be organized by your needs, and any
August 19, 2017
photo can easily be accessed.
November 4, 2017
Another free photo management application is Photo Gallery, which
was available from Microsoft but unfortunately had its support ended
January 10, 2017. If you have a copy of Photo Gallery you will see that it
can organize your pictures, but it also has a few neat features. One of
these features is “Panorama”. Photo Gallery allows you to create panoramas from (overlapping) pictures that
were sequentially taken of a wide scene. The picture interfaces are stitched together, resulting in a wide
panorama of the original scene. If the lighting was consistent and the overlap was easy for the software to find
the edges, with a little cropping the results were quite good. Panorama stitching is not that unusual a feature,
but Photo Gallery also has a feature called “Photo Fuse”. This feature allows you to correct many unwanted
things in a picture. To use this, you have to take multiple pictures of a scene that has some unwanted
movements, like people moving in the background, or children turning their heads at inconvenient times. Once
you have a number of images (maybe 5 or 6) of basically the same scene, you’re ready to use Photo Fuse. Photo
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Fuse lets you choose which picture will be used for a given selectable
rectangular area. If there is a person in the background in picture 1 but not
in picture 4, then you can use picture 4 for the rectangle that shows the
unwanted person. Similarly, you can customize many rectangles with
sections from other pictures. When you are finished, all the unwanted
people or unwanted movements may be eliminated. This type of feature is
typically only found in some very expensive software packages. It reminds
me of “Layers” in Photoshop Elements, but “Photo Fuse” is not nearly as
powerful. Photo Gallery may still be available from the Microsoft Download
site, but without support from Microsoft it may not be something you want
to be dependent on. But if you have a copy, Photo Gallery certainly has a
lot of really great features, and is fairly easy to use.
There still are a few free Photo Editing and Management applications
available. A quick check finds Zoner Photo Studio Free, StudioLine Photo
Basic Free 3, Jet Photo Studio 5, XNView MP, Faststone Image Viewer,
and DigiKam, but I haven’t tried any of them yet. A quick look at the
features makes me wonder if there will be a replacement for Photo Gallery.
If you are willing to spend a few dollars, there are a few possibilities that
may be a good replacement. Photoshop Elements, Magix Photo Manager,
and Acdsee come to mind.
Keep in mind that Picture Management software typically does not re
arrange or move your picture files or folders. Picture Management software
just acts as a lens viewing all the pictures in the picture folders that you
let it use, usually with an “Include folders” setting. So, in my opinion, the
only way to really manage your photos is to create a hierarchical
arrangement of folders using File Explorer and then manage that set of
folders yourself, again using File Explorer. And then let your Photo
Management software use all of those folders. Depending on the size of
your picture collection, this may take a big effort and a firm commitment to
create, organize and maintain the folders. But whatever method or
software you decide on, do it quickly, because your picture collection is
probably increasing, even as we speak.
From http://scccomputerclub.org / Philsorr.wordpress.com,
philsorr@yahoo.com .

Newsletter Printing
The July newsletter was printed at
St John's/Chestnut Court by the
printing group, with the help of
Don Wilder (computer and printer
operator). We will try and print on
the 1st or 2nd Thursday morning,
following the monthly meeting.

you be worried?

Ask Leo !
By Leo Notenboom, https://askleo.com/
Making Technology Work For Everyone

How Safe is Kaspersky Internet Security?
Any software company with ties outside the U.S. comes under scrutiny. Should

//
Hello Leo, I’ve been using Kaspersky Internet Security for many years now without Problems or Viruses. What I’m
concerned about is all the Negative News I’ve been reading and Hearing about Kaspersky! I’ve read that he is a Spy
for the Russian Government, that he’s been Hacking our Systems at the request of the Russian Government. What
do I do? Should I uninstall Kaspersky that has been Protecting my Computers for years now or just ignore the
Negative News? Can you give me the Truth of what’s going on with Kaspersky?
I honestly don’t know.
The Rochester Computer Society, Inc.
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But there are a couple of observations I’d like to share about the situation;
perhaps they will allow you to come to a decision.
These are politically charged times, without a doubt, particularly when you
mention Russia. And the “truth” you’re looking for? I’m not sure we’d
recognize truth if it slapped us in the face.
This is nothing new
I think it’s important to realize that this is nothing new at all.
As long as Kaspersky has been around, and as long as it’s been well publicized
that they have Russian ties, there have been statements ranging from mild
concern to outright accusations of spying or other underhanded deals. To the
best of my knowledge, not once has any of it come close to being substantiated.
Naturally, with the current political issues relating to Russian involvement in
things that perhaps they ought not to, these accusations are making headlines
once again. It’s not in the least bit surprising, but as I said, it’s really nothing
new.
It’s not limited to Kaspersky
Any company with ties or headquarters outside of the U.S. comes under
scrutiny.
Another common target is EaseUS – the makers of EaseUS Todo, backup
software that I recommend, as well as other disk and system utilities I and
others often recommend for a variety of reasons. EaseUS is headquartered in
China, and some have expressed concern that they might be spying or hacking
on behalf of the Chinese government …
… almost exactly the same claims leveled at Kaspersky, with the same results:
to the best of my knowledge, nothing has ever been proven.
Kaspersky denies it all … of course
Kaspersky denies it all, but then, that’s exactly what
you’d expect them to say. That they say it sways no
one.
They downplay their Russian connection. The
Kaspersky website, for example, says:
Founded in 2004, Kaspersky Lab North America is a
Massachusetts corporation and is a whollyowned
subsidiary of its holding company, Kaspersky Labs
Limited, based in the United Kingdom.

Articles by RCSI members may
be reprinted by other user
groups, without special
permission, provided they are
unaltered and the publication
emails a copy to the author.
Articles by authors from other
organizations retain their original
copyright. Articles provided by the
Association of Personal Computer
User Groups (APCUG) may be
reprinted if credits remain intact.

Computer Recycling
Some Residential Drop off
Locations: Call first, to find out
what is accepted, especially for
'tube type' tvs or monitors.

TSC Computer & Electronics
Repair, accepts most electronic
waste, including printers. Does
not accept crt type monitors or tvs.
They are located at 765 Elmgrove
Road, Gates. 4296880,
www.tscelectronics.com
Microworx accepts most
electronic waste (large
monitors/crt's, 50 cents/pound),
located at 20 Allens Creek Road.
Brighton. 5852710050
Monroe County ecopark (Cathode
Ray Tube TVs and monitors  $10
each credit/debit card only) 10
Avion Drive
Rochester, NY 14624
Phone: (585) 7537600 (Option #3)

Searching the Kaspersky website from within the United States, it’s nearly
impossible to locate or view pages containing any reference to Russia. Only via
Google’s cache of the primary contact page can we see that Kaspersky is headquartered in Moscow.
Are they hiding something? Or are they simply reacting in a reasonable way by focusing on their international and
UK connections? Both approaches seem at least plausible.
If it ain’t broke?
Kaspersky has a good reputation as an antimalware tool. In fact, their labs are frequently on the forefront of
malware discovery.
The software generally gets good reviews, and they have many, many happy customers around the globe.
There’s a very strong argument that says if it’s working and working well, leaving things be is a pragmatic
4
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approach.
If you remain concerned
But …. Russia! (Or China! Or whatever country isn’t your country.)
If you remain concerned about the possibilities, there are many alternatives. I generally recommend Windows
Defender, already included in Windows 10, as being quite sufficient, and of low impact for the majority of users.
But there are many, many valid and respectable alternatives. If it helps you sleep at night, switch to something
else.
What I would do
If I were in your shoes, here’s what I would do:
I would continue using Kaspersky. It sounds like it’s done well for you, and that track record counts for a
lot.
• I would not pay much attention to alarmist press. They’re all about getting headlines and clicks, and
particularly in today’s politically charged environment, nothing gets more attention than the potential for
Russian spying. It’s impossible to know The Truth these days, but making things up, or sensationalizing
even the most trivial rumors, is one way news and notquitenews sites get attention to try to make money.
• I would keep paying attention to sources I already trust. If that’s Ask Leo!, great. If it’s some other site or
source, fantastic. If something actually happens — if there’s ever truly proof, if suspicions are confirmed, or
if there’s anything at all to worry about — you can be assured that legitimate sites will cover it in detail,
without oversensationalizing it.
**** End of article
•

Ask Leo !

What Is DRM?
DRM is digital copyright protection. Unfortunately, it's both imperfect and annoying.
//
Looking at a book online it said: “At the Publisher’s request, this title is being sold without Digital Rights
Management Software (DRM) applied.” – What’s that about?
DRM, or Digital Rights Management, is software that prevents you from copying digital purchases and giving them
to others.
Naturally, it’s complicated, and can be used for more finetuned control, but put another way, at its core it simply
prevents theft of copyrighted material. Unfortunately, it’s rarely bulletproof, and in doing its job, it’s the innocent
who pay the highest price.
DRM in action
The fact that you can’t easily make a copy of a DVD or Bluray disk is probably the most common example of DRM
in action. The fact that you can find software that breaks or bypasses the DRM used on DVDs or Bluray disks is
the best example of why DRM so often fails.
In your case, I would guess that most books from the seller you’re visiting have DRM applied in such a way that you
can only view those books on devices you have registered with that seller. You might copy the file to someone else’s
device, but because of DRM and your copy being locked to your account, they’re unable to read it.
Amazon’s Kindle is a good example. The native Kindle file format is “.mobi” — a format specifically designed for
ebook readers. On top of that, Amazon places a layer of DRM that locks the books you buy to your account. Without
that DRM, you could give the digital book to anyone to read: something publishers typically don’t appreciate.
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DRM is encryption
For all its complexities and differing
more than a form of encryption.
encrypted in such a way that only
view it.

implementations, DRM is nothing
The content you’re provided is
authorized agents can decrypt and

DVD and Bluray players have
Amazon account includes a Kindle
DRM techniques not only control
appropriate decryption key or
also make sure all content is
encrypted format.

decryption keys built in. Your
decryption key of some sort. Other
and limit distribution of the
technique to authorized players, but
distributed in an appropriately

Perhaps the simplest way to think of DRM is as an encrypted file for which only authorized parties have the
password. And, indeed, some very simple DRM is exactly that: a password you must enter before being allowed to
view a locked document.
The “management” in DRM
As I said, DRM can be more complex than simple encryption. A good example I run into is Kindle books that are
limited, not just to your account, but to a specific number of devices within your account. For most people, that’s
probably not an issue, but I’m an outlier: my wife and I have something like eight Kindle devices or applications
installed on our computers or mobile devices. Naturally, the mix of devices we have changes from time to time.
In attempting to download a book recently, I was informed I’d reached the limit of the number of devices I could read
it on (five in this case, but it’s the publisher that sets the number, not Amazon). They would, of course, be happy to
sell me an additional copy. I had to “deregister” one of the older devices in order to free up one of those slots before
I could download to the device I wanted to read it on.
For every DRM, there is an equal and opposite…
One of the frustrations around DRM is my old adage: when it comes to digital material, “if it can be seen, it can be
copied”. In order to legitimately consume DRMprotected content, it somehow has to be decrypted. Therefore, one
way or another, it can be copied. As I mentioned above, there are utilities that remove DRM from DVDs and Bluray
disks, Amazon Kindle books, and probably just about anything else you can think of. If someone is dedicated or
knowledgeable enough, most DRM is simply a minor speed bump.
DRM keeps honest people honest … and annoyed
The real issue I have with DRM is that it hurts the honest consumer while only inconveniencing the thief. It’s not
an effective deterrent, and it gets in the way of what I consider valid and morally appropriate actions, like backing
up. This is why the digital books I sell have no DRM. I don’t believe in it. Yes, I’m sure my books are stolen
regularly, but I’m not going to further inconvenience my paying customers because of it. Other publishers feel
differently. Many — usually older, traditional publishers — like to lock DRM down tightly, so you can have one and
only one copy of whatever you’ve purchased, like that DVD or Bluray disc.
DRM and the law
I am no lawyer, and this is in no way legal advice. When it comes to DRM, things get complicated. For example, in
the United States, it’s apparently currently illegal to break or bypass DRM. Yes, that means making a backup copy
of a DVD or DRM’ed ebook you own is against the law. In other countries, that’s not necessarily true. In fact, many
of the utilities used to bypass DRM originate in countries with less draconian rules relating to digital content.
**** End of article
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Editor's note, the following article was taken from www.techsupportalert.com (Gizmo)

HIBP Approaching 4 Billion Hacked Accounts. Including Yours?
Submitted by Rob Schifreen | Last update on 10th of July, 2017
In the early days of Google, the search engine used to
include a message on the front of its site which stated the
total number of pages in its index. It was 2004 when
Google first hit the major milestone of having crawled and
memorized a billion pages. A few years later the total hit
4 billion, then 8. After that, Google stopped publishing
the numbers because it didn't want to divulge trade
secrets to other search engines that might threaten its
dominant position.
In the next few weeks, another search engine is going
to reach the 4 billion milestone. But this isn't a database
of web pages. It's a list of hacked email accounts,
gathered and curated by Australian security researcher
Troy Hunt. Each time hackers manage to obtain the email
addresses and account details of a company's users, and publish them online, Troy grabs a copy of the leak and adds
it to his index. There are now 3.8 billion email addresses in there, and I hear rumour of another hack that might be
about to add 120 million new entries.
Troy's database is at www.haveibeenpwned.com and the idea is that you use it occasionally to check that your
own email address isn't listed in there. If it is, the system will tell you where it came from, and thus which of your
passwords you need to change. If you haven't searched for your own email addresses on www.haveibeenpwned.com,
take a minute to do so now. And do it again in a couple of months, just in case.
**** End of article

* * * * * * SOFTWARE and HARDWARE * * * * * *
Back to Basics

Copying Photos from Your iPhone to Your PC

Jim Cerny, Forum Leader
Sarasota Technology User’s Group, FL

Using your iPhone to take photos is easy, convenient, and fun. I always have my iPhone with me everywhere I go

and it has become my only camera for taking pictures. After taking a few hundred photos, however, what do I do
with them? For me, I simply COPY them to my Windows PC and then delete them from my iPhone so that I free up
that memory. Perhaps this can be helpful to you if you use your iPhone as your camera.
Actually, connecting your iPhone to your computer is not much different than connecting a portable drive. Once
successfully connected to your Windows computer, you just need to access the iPhone’s memory that contains your
photos. Fortunately, this is not difficult, here are the steps to follow:
1. Turn on your computer and go to the desktop screen. It is usually best not to have any windows open
or programs running.
2. It is usually a great idea to DELETE photos you do not want from your iPhone before you copy them
to your PC. Why copy photos you do not want to keep?
3. Connect your iPhone to your computer using the cable from the phone to a USB port on your
computer.
4. You may hear a “tone” (or several tones) as your phone turns itself on and establishes the connection.
If your phone does not come on, turn it on. These “tones” are indicating that your iPhone has been
detected by Windows and your iPhone may be “syncing” to your computer. For example, if you have
iTunes for Windows installed on your computer, your iPhone will update and “sync” with that
program. Just wait until this is completed and the tones stop.
The Rochester Computer Society, Inc.
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5. You should see a text box on your phone that says: “Allow this device to access photos and videos?”
Please select “ALLOW”, otherwise it will not work.
6. If it is not yet open, OPEN Windows File Explorer (which is called Windows Explorer in older
versions of Windows).
7. In the File Explorer window, on the left side, look for a NEW FOLDER listed called “Apple iPhone”.
Think of this folder as you would as if it was a portable drive you connected to your computer.
8. Click on the small arrowhead to the left of “Apple iPhone” to open the FOLDER that is in it. You
should now see the folder “Internal Storage” listed.
9. In the “Internal Storage” folder is a folder called “DCIM” (Digital Camera Images). It seems that
ALL image capable devices have a DCIM folder to hold photos. Open that folder and you will see a
folder called “100APPLE”.
10. Open the “100APPLE” folder to see your photos! Your iPhone has many memory areas and this is
the folder (in the DCIM folder) that has your photos,
11. You can now copy or “drag” any photos you wish from there to any folder on your “C” drive or
anyplace else. You can also DELETE photos from this folder and thus they will be deleted from your
iPhone. This works no differently than if you were working with any files on any device using File
Explorer!
12. When you are finished, simply unplug your phone from your PC. [NOTE that in most cases when you
have connected another memory device to your computer, you should open the “Safely remove
hardware and eject media” icon on the lower right corner of your desktop screen (near the clock and
date) and then click on the device displayed to disconnect it. With my iPhone on Windows 10 this
icon does not show the iPhone connected, so you can just unplug it.]
13. Check your iPhone to make sure it has the photos you want on it or deleted.
Once you have done this once or twice it will be easy for you to control where your photos are stored and free up your
iPhone for more photos!
Now you can go take as many pictures with your iPhone as you want and you will not have to worry about using
up all your iPhone memory. If you take videos, remember they take up much more memory than photos. Now get
your iPhone and ask a friend to SMILE!
From the February 2017 issue, Sarasota Monitor, www.thestug.org, jimcerny123@gmail.com.

Interesting Internet Finds
By Steve Costello, President
Editor, Boca Raton Computer Society

In the course of going through more than 300 RSS feeds, I often run across things that I think might be of

interest to other user group members. The following are some items I found interesting during the month of March
2017.
The Best Ways to Scan a Document Using Your Phone or Tablet
https://www.howtogeek.com/209951/thebestwaystoscanadocumentusingyourphoneortablet/
Not everyone has a scanner, but most have a smartphone or tablet with a camera. This post talks about ways to
scan with Android or iPhone/iPad. Check it out so you will always have a way to scan available.
Megabits vs. Megabytes: What’s the Difference?
https://www.maketecheasier.com/megabitsvsmegabyteswhatsthedifference/
These terms are similar sounding, but very different. If you don't know the difference you will have problems
deciding what speeds you are connecting with. Read this post and remember the differences.
What is ethical hacking?
8
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http://www.computersciencezone.org/whatisethicalhacking/
I have been hearing about ethical hacking lately, and this post has a great explanation of what that means.
[HOWTO] Fix Chrome Annoyances
http://askbobrankin.com/howto_fix_chrome_annoyances.html
I use Google Chrome the most of the several browsers on my machine. There are a few annoyances with using
Chrome, and Bob explains how to fix some of them. If you use Chrome primarily, you should check this post out.
No, Evil Hackers Aren’t After You
http://fossforce.com/2017/03/noevilhackersarent/
An opinion piece about the recent NSA and other government alphabet security news. I actually agree with most
of what is said, but still use a VPN, even though the idea that any of my information would be wanted by others is
not likely.
How to Fix Android Brightness Problems
http://joyofandroid.com/fixandroidbrightnessproblems/
Have an Android that is having brightness problems? If so, this post might have a solution for you. Not
everything in this post will apply to your phone, as there are so many different systems, but one of them should
work for you.
**********
Most Fridays, more interesting finds will be posted on the Computers, Technology, and User Groups Blog:
http://ctublog.sefcug.com/tag/interestinginternetfinds/
The posts are under Creative Commons licensing.
Taken from the Boca Raton Computer Society, http://ctublog.sefcug.com/, editor@brcs.org.

Musings of an Apple Tyro
By Lorrin R. Garson
Potomac Area Technology and Computer Society
Creating and Using Encrypted Storage on Macs
Financial, medical and other private information should not be stored unencrypted on your computer. On Apple
computers, it is easy to create a secure “virtual disk drive”, using Disk Utility, in which sensitive information can be
stored and easily accessed. Here are detailed instructions on creating and using such a “virtual disk drive”—it isn’t
as complicated as it initially seems and only takes 510 minutes to set up
Definitions:
Two terms are defined to make the instructions easier to understand. (a) the “Vault” and (b) “Unencrypted Stuff”.
“Vault” is the object (file) that contains encrypted content and is only accessible via a password. “Vault” has the
extension of .dmg, i.e., “Vault.dmg”. The name “Vault” is used here as an example. It can be named anything. It is
suggested that something innocuous like “Fairfax”, “Party” or “School” be picked and not names like “Passwords”,
“Secrets”, “Private” or “Vault” itself. “Vault” is referred to as a “virtual disk drive” because it acts like a separate
storage device.
“Unencrypted Stuff” is the object (file) which contains decrypted content derived from “Vault.dmg”. It too can be
named anything. “Unencrypted Stuff” was chosen to convey in these instructions what that object contains.
Something like “Unencrypted Stuff” may be an appropriate choice as it will remind the user that files in that
location are unencrypted and insecure.
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Creating Vault.dmg
1. Open “Disk Utility” in the Utilities folder.
2. From the “Disk Utility” Menu Bar on the top of the screen, select “File” then “New Image” then “Blank
Image”. A menu will pop up.
3. For “Save As” type in “Vault” (or a better, less obvious choice of name).
4. Select a destination for the tobecreated “Vault.dmg”. The Desktop is a good location. “Vault.dmg” can later
be moved to any appropriate location such as the Documents folder.
5. In the table displayed:
a) Enter the name of the decrypted folder to be created, i.e., “Unencrypted Stuff” (or your name choice).
b) Enter the size for “Vault.dmg” desired. Pick something somewhat larger than the size of the total
number of files you wish to be encrypted. This is usually just an educated guess. Most people can spare
12 GB and that will hold a lot of sensitive information.
c) For Format, select “OS X Extended (Journaled)”.
d) For Encryption, select “256bit AES encryption”.
e) In the popup menu, enter a password and verify. It is critically important to pick a strong
password. It is suggested to use a passphrase of at least 1215 characters including numbers and
special characters (e.g., $, %, @, etc.). The security of everything stored in “Vault.dmg” is dependent on
this single password.
f) Leftclick on “Choose”.
g) For Partitions, select “Single partition  GUID Partition Map”.
h) For Image Format, select “read/write disk image”.
i) Leftclick on “Save”.
j) At this point, two new files will appear in the destination selected in #4 above, “Vault.dmg” and
“Unencrypted Stuff”—or whatever names were picked.
k) After “Vault.dmg” has been created, leftclick on “Done”.
l) At this point, sensitive files can be copied into “Unencrypted Stuff”. You will need to erase them from
the original location. “Dragging and dropping” files into “Unencrypted Stuff” copies the original file, it
does not move it. “Unencrypted Stuff” acts like a separate disk drive.
Recommendation: Uncheck “Remember password in my keychain” if so prompted. If the password is in Keychain,
when loggingon, presumably the file “Unencrypted Stuff” is generated and becomes accessible without entering a
password and is open all the time you are loggedon. This may be convenient, but provides considerably less
security.
Using (decrypting) the Vault
1. Double leftclick on “Vault.dmg” and enter the chosen password.
2. The derived, unencrypted object will then appear (“Unencrypted Stuff”, for example). Files in this object can
be copied to and from “Unencrypted Stuff” and handled just like any other file on a disk drive.
Closing and Reencrypting Material
Drag and drop “Unencrypted Stuff” (or the name chosen) into the Trash can. This action dismounts “Unencrypted
Stuff” like any disk drive and in effect reencrypts the contents of Vault.dmg file. Remember, “Unencrypted Stuff”
is just as insecure as a normal disk drive or folder. It should be closed (“trashed”) when not in use.
Caution: Do not delete (“trash”) “Vault.dmg” (or the name picked). Doing so also erases all the encrypted
material stored in that object. “Vault.dmg” can be retrieved from backup, of course. It is the decrypted object
(“Unencrypted Stuff”) derived from “Vault.dmg” that is routinely deleted to reintroduce security. It is suggested you
make and use an alias of “Vault.dmg” and store the alias on the Desktop for ready access. If you delete the alias by
mistake, it is easy to regenerate another.
Reference: For more information see http://apple.co/295jgdq for “Disk Utility for Mac: Create a disk image using
Disk Utility”.
HomeKit Compatible Sensors
Since Apple released HomeKit on September 17, 2016, manufacturers have been slow to develop compatible devices.
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The Rochester Computer Society, Inc.

www.rcsi.org

However, Fibaro (http://www.fibaro.com/us) has released two such devices. The Fibaro Motion Sensor ($70) detects
movement, ambient temperature, light intensity, and tampering with the device, which then spawns alerts to
various Apple devices. Likewise, Fibaro has made available the Fibaro Flood Sensor that detects water and ambient
temperature. See http://bit.ly/2gJ8oR1. It will be interesting to see if such devices compete with today’s home
security systems like ATD, Xfinity and Vivint.
From the March 2017 issue, PATACS Posts, www.patacs.org, newslettercolumnist@patacs.org.

LibreOffice
By Dick Maybach
Brookdale Computer Users’ Group, NJ

LibreOffice originated in Germany in 1993 as Star Office, which became OpenOffice, first under Sun

Microsystems and later under Oracle. In 2010 a group of developers, unhappy with Oracle's management of the
project, formed the Document Foundation, and used the OpenOffice code as a basis for LibreOffice. Oracle later
donated OpenOffice to the Apache Software Foundation, where its development appears to be lagging behind the
vigorous pace of LibreOffice. Although LibreOffice and MS Office do similar tasks, their operating details differ
considerably. If you have used MS Office for a long time, then your first experience with LibreOffice will probably
leave you frustrated with illogical menus and unpredictable operation. I've used LibreOffice for years (and
OpenOffice before that) and those are exactly my feelings when I try to use MS Office. If you're thinking of installing
LibreOffice and trying it for a few minutes, don't bother; you won't like it, because it's not an MS Office clone. If you
are using MS Office casually at home, you have little reason to change, as LibreOffice offers no new capabilities.
However, you may wish to consider changing if your environment changes, for example if you purchase a new
computer or change operating systems. Now it makes sense to ask yourself whether to purchase a new version of MS
Office or to make the effort to relearn your habits. If you really need something “Just like MS Office,” then you
should pay the money. A good comparison of these two suites appears at
http://wiki.documentfoundation.org/Feature_Comparison:_LibreOffice__Microsoft_Office, but note that this is the
Website of the Document Foundation, the publisher of LibreOffice. The two suites have different capabilities and
features; if you do specialized work, check the Website referenced above for the features that are important to you.
The software is available at http://www.libreoffice.org/download/libreofficefresh/. You won't find a book on
LibreOffice in your local bookstore, but you can download a good 388page manual from
http://www.libreoffice.org/gethelp/documentation/. If after reading this you need more detailed information, the
same site has manuals for the individual LibreOffice applications, but they are for earlier versions. There is also a
512page tutorial on document styling at http://designingwithlibreoffice.com/, which you'll find interesting after
you've mastered the basics. Some books are available from online vendors, but be careful, many are for older
versions, and others are printed copies of what you can download for free. LibreOffice is evolving quickly; as a result,
even the latest manuals are somewhat out of date with respect to minor details. Like all fullfeatured office suites,
the LibreOffice applications are complex, and trying to learn to use them by trialanderror will be tedious and
frustrating, making a good tutorial essential.
Although you can start the individual LibreOffice applications directly, you can also open a general application
(Screen 1), from which all the individual applications as well as the recentlyopens files are available.
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Screen 1. LibreOffice Startup.
Write is the LibreOffice wordprocessor, and is the only type of office application that many home users run
(Screen 2). The two toolbars at the top are configurable, so you can populate them with the functions you use most
often. The top one is the Standard Toolbar and is nearly the same for all LibreOffice applications. Below that is the
Formatting Toolbar, which adapts to the current application. The right sidebar also changes according to what you
are doing. In the screenshot above, the cursor is on text and as a result the sidebar shows text styles. However, all
the functions in the sidebar are also available on the menu bar and the toolbars, although accessing them may
require several mouse clicks. My work requires little formatting, and as a result I usually keep the sidebar closed to
allow more space for the document. Writer, like all the LibreOffice tools can be customized by adding, moving, and
customizing toolbars, but this can become a tar pit. Be sure you are familiar with basic operation and carefully read
a good tutorial before you venture too far into customizing.

12

The Rochester Computer Society, Inc.

www.rcsi.org

Screen 2. LibreOffice Write.
In both Linux and OS X, menu bars appear at the top of the screen rather than at the top of the application window
where they appear in Windows. As a result, the main menu bar isn't visible in the above screenshot. It appears
below (Screen 3).

Screen 3. Write Menu Bar.
Like all LibreOffice applications, Writer can save files in several formats, as shown in the dropdown menu that
appears when you select “Save as” (Screen 4).

Screen 4. Save File Drop Down Menu.
I have not run into problems converting Writer documents to Microsoft doc
and docx formats. I understand that converting the other way can be
problematic, as Microsoft sometimes employs undocumented features, and
this is true for all LibreOffice applications. The suite is evolving rapidly, and
every version produces files that are more compatible with Microsoft's,
although the latter are moving targets.

The Rochester Computer Society, Inc.

13

Calc is LibreOffice's spreadsheet application. Screen 5 shows one I put together to reconcile my credit card bills. Its
menu and toolbars are quite similar to Writer's, although the individual functions differ of course. Here I show the
sidebar closed, since i don't need it for this simple application. If you are familiar with Excel, you should quickly
adapt to Calc, although if you will probably have to make some changes to the macros to move existing sheets to this
new environment.

Screen 5. LibreOffice Calc.

14
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It's presentation application is Impress. The screenshot shows a PowerPoint file open in Impress. When I tried
this some years ago, with OpenOffice (a predecessor of LibreOffice), there was considerable mangling of the slides.
I've seen no evidence of this in the current LibreOffice. Nevertheless, be careful if you have an important
presentation, and use the same program, and if possible the same operating system, to display it that you used to
develop it. Screen 6 shows the program open in the notes view, so I can edit my lecture notes; the slide appears at
the top of the screen and slide thumbnails in the left sidebar. Too many speakers either just read the slides to their
audience or try to make up comments on the spot. Don't make this mistake; in preparing a talk, you should spend as
much time preparing your remarks as your slides. You should also assume your audience can read; there is no
reason to repeat the contents of the slides.

Screen 6. LibreOffice Impress.
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Draw (Screen 7) is a simple drafting application, useful for creating figures for Writer and Impress. While both
these applications have drafting functions, I find it easier to create figures with a dedicated program and then paste
the results where I need them.

Screen 7. LibreOffice Draw.

Base (Screen 8) is the LibreOffice database application. The screenshot shows a simple database for organizing
photographs being developed using the wizard. I think too many people would use a spreadsheet for this, just
because they are comfortable with it, when a database would be more appropriate. Another significant factor in the
low usage of databases is that Access (the MS Office database application) is available only in the professional
version and not at all for OS X. As a result, few home users have seen it.

Screen 8. LibreOffice Base.
This has been a very brief introduction to LibreOffice. If you collaborate with others on complex office documents
and they use MS Office, you may have an easier time if you use the same suite. I say “may” because the Mac and
Windows versions of MS Office differ, and I've also had problems with incompatibilities among different versions of
Windows Office. The only way to ensure compatibility is for all members of the team to use the same version of MS
Office on the same operating system. By comparison, the code base of LibreOffice is the same for Windows, OS X,
and Linux (for which MS Office is not available); if the members of your team use different operating systems, you
will have fewer incompatibility problems than with MS Office. For most people, compatibility is not an issue,
provided the LibreOffice users convert their files to Microsoft format.
That LibreOffice is open source brings some advantages. It costs nothing, so you can use it on as many computers
as you like, and you can even install it on a memory stick for use on any PC, which allows you to use the same office
suite wherever you go.
From the August 2016 issue, BUG Bytes, www.bcug.com, n2nd@att.net.

Tuesday, August 8, Annual Picnic at
Henrietta Town Park/Veterans Memorial, Roberts Cabin
595 Calkins Road
Eat around 6:30 pm
The club will purchase the plates, plastiware, sodas, meats
(hotdogs, hamburgers, sausage), etc, for the picnic. Each
attendee is asked for a $5 'place holder', which you will
get back when you arrive at the picnic. Please bring a
dish to pass (munchies, main course or dessert). Your
choice of meat should be given to Steve Staub, so that he
may order it, 429-9877 or srstaub1@rochester.rr.com.

Linux Workshop
Saturday, August 19, Noon4PM,

3rd Sat of each month

Interlock Rochester
1115 E Main St, Suite #200 (enter through door #7)
http://www.interlockroc.org
Come and get your questions about Linux answered. We have experts
on hand to fix problems and answer questions about Ubuntu and
FOSS. Bring your system in so we can help you get the most from your
FOSS.
1115 E Main St is at Goodman Ave  the Hungerford Bldg. Enter
through Door 7 near the Goodman side of the building. Find Interlock
on the buzzer menu next to the outside door. Go up stairs to suite
#200.

* * * * * * NEW TECH * * * * * *
Artificial intelligence-based system warns when a gun appears in a video
July 7, 2017

S

cientists from the University of Granada (UGR) have designed a computer system based on new artificial
intelligence techniques that automatically detects in real time when a subject in a video draws a gun.
Their work, pioneering on a global scale, has numerous practical applications, from improving security in airports
and malls to automatically controlling violent content in which
handguns appear in videos uploaded on social networks such as
Facebook, Youtube or Twitter, or classifying public videos on the
internet that have handguns.
Francisco Herrera Triguero, Roberto Olmos and Siham Tabik,
researchers in the Department of Computational and Artificial
Intelligence Sciences at the UGR, developed this work. To
ensure the proper functioning and efficiency of the model, the
authors analyzed lowquality videos from YouTube and movies
from the '90s such as Pulp Fiction, Mission Impossible and James
Bond films. The algorithm showed an effectiveness of over 96.5
percent and is capable of detecting guns with high precision,
analyzing five frames per second, in real time. When a handgun
appears in the image, the system sends an alert in the form of a
red box on the screen where the weapon is located.
A fast and inexpensive model
UGR full professor Francisco Herrera explained that the model can easily be combined with an alarm system and
implemented inexpensively using video cameras and a computer with moderately high capacities. Additionally, the
system can be implemented in any area where video cameras can be placed, indoors or outdoors, and does not
require direct human supervision. Researcher Siham Tabik noted that deep learning models like this represent a
major breakthrough over the last five years in the detection, recognition and classification of objects in the field of
computational.
A pioneering system
Until now, the principal weapon detection systems were based on metal detection and found in airports and public
events in closed spaces. Although these systems have the advantage of being able to detect a firearm even when it is
hidden from sight, they unfortunately have several disadvantages. Among these drawbacks is the fact that these
systems can only control the passage through a specific point (if the person carrying the weapon does not pass
through this point, the system is useless); they also require the constant presence of a human operator and generate
bottlenecks when there is a large flow of people. They also detect everyday metallic objects such as coins, belt
buckles and mobile phones. This makes it necessary to use conveyor belts and xray scanners in combination with
these systems, which is both slow and expensive. In addition, these systems cannot detect weapons that are not
made of metal, which are now possible because of 3D printing. For this reason, handgun detection through video
cameras is a new complementary security system that is useful for areas with video surveillance.
More information: Automatic Handgun Detection Alarm in Videos Using Deep Learning. arxiv.org/abs/1702.05147
Provided by: University of Granada, Spain
Read more at: https://phys.org/news/201707artificialintelligencebasedgunvideo.html#jCp
RCSI editor's note: no, I didn't get permission to print this article, but found it interesting.

First battery-free cellphone makes calls by harvesting ambient power
Date: July 5, 2017
Source: University of Washington
Summary:
Engineers have designed the first batteryfree cellphone that can send and receive calls using only a few
microwatts of power, which it harvests from ambient radio signals or light. It's a major step forward in
moving beyond chargers, cords and dying phones.
UW engineers have designed the first batteryfree cellphone that can send and receive calls using only a few
microwatts of power.
Picture Credit: Mark Stone
University of Washington
University of Washington
researchers have invented a cellphone
that requires no batteries  a
major leap forward in moving beyond
chargers, cords and dying
phones. Instead, the phone harvests
the few microwatts of power it
requires from either ambient radio
signals or light.
The team also made Skype
demonstrating that the
shelf components can receive
with a base station.

calls using its batteryfree phone,
prototype made of commercial, offthe
and transmit speech and communicate

The new technology is detailed in a paper published July 1 in the Proceedings of the Association for Computing
Machinery on Interactive, Mobile, Wearable and Ubiquitous Technologies.
"We've built what we believe is the first functioning cellphone that consumes almost zero power," said coauthor
Shyam Gollakota, an associate professor in the Paul G. Allen School of Computer Science & Engineering at the UW.
"To achieve the really, really low power consumption that you need to run a phone by harvesting energy from the
environment, we had to fundamentally rethink how these devices are designed."
The team of UW computer scientists and electrical engineers eliminated a powerhungry step in most modern
cellular transmissions  converting analog signals that convey sound into digital data that a phone can understand.
This process consumes so much energy that it's been impossible to design a phone that can rely on ambient power
sources.
Instead, the batteryfree cellphone takes advantage of tiny vibrations in a phone's microphone or speaker that occur
when a person is talking into a phone or listening to a call.
An antenna connected to those components converts that motion into changes in standard analog radio signal
emitted by a cellular base station. This process essentially encodes speech patterns in reflected radio signals in a
way that uses almost no power.
To transmit speech, the phone uses vibrations from the device's microphone to encode speech patterns in the
reflected signals. To receive speech, it converts encoded radio signals into sound vibrations that are picked up by
the phone's speaker. In the prototype device, the user presses a button to switch between these two "transmitting"
and "listening" modes.
Using offtheshelf components on a printed circuit board, the team demonstrated that the prototype can perform
basic phone functions  transmitting speech and data and receiving user input via buttons. Using Skype,
researchers were able to receive incoming calls, dial out and place callers on hold with the batteryfree phone.
"The cellphone is the device we depend on most today. So if there were one device you'd want to be able to use
without batteries, it is the cellphone," said faculty lead Joshua Smith, professor in both the Allen School and UW's
Department of Electrical Engineering. "The proof of concept we've developed is exciting today, and we think it could
impact everyday devices in the future."
The team designed a custom base station to transmit and receive the radio signals. But that technology conceivably
could be integrated into standard cellular network infrastructure or WiFi routers now commonly used to make
calls.

"You could imagine in the future that all cell towers or WiFi routers could come with our base station technology
embedded in it," said coauthor Vamsi Talla, a former UW electrical engineering doctoral student and Allen School
research associate. "And if every house has a WiFi router in it, you could get batteryfree cellphone coverage
everywhere."
The batteryfree phone does still require a small amount of energy to perform some operations. The prototype has a
power budget of 3.5 microwatts.
The UW researchers demonstrated how to harvest this small amount of energy from two different sources. The
batteryfree phone prototype can operate on power gathered from ambient radio signals transmitted by a base
station up to 31 feet away.
Using power harvested from ambient light with a tiny solar cell  roughly the size of a grain of rice  the device was
able to communicate with a base station that was 50 feet away.
Many other batteryfree technologies that rely on ambient energy sources, such as temperature sensors or an
accelerometer, conserve power with intermittent operations. They take a reading and then "sleep" for a minute or
two while they harvest enough energy to perform the next task. By contrast, a phone call requires the device to
operate continuously for as long as the conversation lasts.
"You can't say hello and wait for a minute for the phone to go to sleep and harvest enough power to keep
transmitting," said coauthor Bryce Kellogg, a UW electrical engineering doctoral student. "That's been the biggest
challenge  the amount of power you can actually gather from ambient radio or light is on the order of 1 or 10
microwatts. So realtime phone operations have been really hard to achieve without developing an entirely new
approach to transmitting and receiving speech."
Next, the research team plans to focus on improving the batteryfree phone's operating range and encrypting
conversations to make them secure. The team is also working to stream video over a batteryfree cellphone and add
a visual display feature to the phone using lowpower Eink screens.
Story Source:
Materials provided by University of Washington. Note: Content may be edited for style and length.
Journal Reference:

1. Vamsi Talla, Bryce Kellogg, Shyamnath Gollakota, Joshua R. Smith. BatteryFree Cellphone.
Proceedings of the ACM on Interactive, Mobile, Wearable and Ubiquitous Technologies, 2017; 1 (2): 1 DOI:
10.1145/3090090
University of Washington. "First batteryfree cellphone makes calls by harvesting ambient power." ScienceDaily, 5
July 2017. <www.sciencedaily.com/releases/2017/07/170705164453.htm>.

Jokes,

from the St Helens Computer Club, Liverpool area , England

Reasons computers are MALE
They have a lot of data but are still clueless.
A better model is always just around the corner.
They look nice and shiny until you bring them home.
It is always necessary to have a backup.
They'll do whatever you say if you push the right buttons.
In order to get their attention, you have to turn them on.
The lights are on but nobody's home.
Big power surges knock them out for the night.
They are supposed to help you solve your problems, but half the time they ARE the problem.

Reasons computers are FEMALE
Picky, picky, picky.
No one but their creator understands their internal logic.
They hear what you say, but not what you mean.
Beauty is only shell deep.
When you ask what's wrong, they say “nothing”.
Can produce incorrect results with alarming speed.
Always turning simple statements into big productions.
Smalltalk is important.
You do the same thing for years, and suddenly it's wrong.
They make you take the garbage out.
The native language they use to communicate with other computers is incomprehensible to anyone else.

Help's Half Hour
Rochester Computer Society
July 11, 2017
Q: Freedom Pop Hot Spot was purchased by a member. It is a combination cell phone and a wifi device. He
cannot get it running. Their tech support has been no help.
A: There seems to be no answer now. He will be going to the chat room/bulletin board and post his problem.
Hopefully someone will respond.
Q: A member has a Kodak wireless printer. If she turns off her Windows 7 machine, she has to reset the printer.
His Vista machine stays connected.
A: Cloud printing may be an option. Also he could share the printer through his Vista machine.
Q: Chromecast is used to communicate with his televisions. The units cost $35 or less. This hardware will allow
you to send things from your devices to the ‘big screen.’
A: Here is one website to check it out: www.google.com/chromecast

