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Piriform’s other free utility is Recuva
(www.recuva.com), pronounced
“recover,” which is a file recovery utility.
Recuva can recover and restore files that
have been deleted from the computer,
digital camera memory cards, MP3
players, and other devices, even if they
have been emptied from the recycle bin. It
may be possible to recover files that had
been lost from program bugs, system
crashes, and viruses. I have used Recuva

to recover deleted files from my flash drive, and the SD cards from both my digital camera and my GPS. This
is another small but very useful utility that I carry on my flash drive, as I will never know when there is an
urgent or critical file to recover. As with all other file recovery utilities, deleted files can only be recovered
if they have not been overwritten, which is another reason to always have a current and contemporary backup
of any important files. Recuva will run on any Windows PC with Windows 98 to Vista.

London based Piriform is to be commended for producing such fine and free utilities as these three
above. If you use one or more of them, please seriously consider making a PayPal donation from the link on
the respective webpage; that way maybe Piriform can be incentivized to produce more excellent and free
software.

These articles have been obtained from APCUG with the author’s permission for publication by APCUG member groups; all
other uses require the permission of the author (Iwilsker (at) apcug.net).
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by Robert Palmer
North Orange County Computer Club, CA

The audience for this book is people who are interested in ways “to detect and analyze unwanted
intrusions into their computers “and networks; or for anyone who wants to get an idea about “what
goes on in the battle between intruders and their “adversaries.

This is a fascinating book.  It has something for most readers,
except perhaps beginners. It  has action  (reviews  and analyses of
real-world intrusion events), and lessons on what to do (and what not
to do) to detect and shut down various forms of computer attack. It
gives you an overview of what is going on in the world of computer
attack and defense. 

The book starts by explaining the TCP/IP protocols which
underlie Internet and network communication. It then defines terms
(What is a honeypot?; what is a tar pit?; what are the variations?), and
identifies some of the analytical tools used with honeypots. A
honeypot is basically a computer, or special software, designed to
attract potential attackers, and keep their interest long enough to allow
the operator of the honeypot to analyze how the attack is carried out.
A tar pit has a similar purpose, but works by slowing down the attack
to a crawl.

The authors then go into more detailed chapters about the various
kinds of honeypots (nepenthes, physical, virtual, high-interacting,
low-interacting, and hybrid systems), what they are good for, what their weaknesses are, and the best
analytical tools to use with them are. They identify many specific kinds of honeypots by name, show where
to get them, and how to basically set them up. Many of these examples are set up on Linux-based computers
simulating Windows-based computers because they are easier to keep secure than a real Windows box.

Many intruders look for computers with known weaknesses; others look for computers with weaknesses
not well known yet. They try to penetrate these systems to gain valuable information, or just to use the
computer as a base for spam or other exploits like taking over still more computers. Skilled intruders identify
Honeypots in the same way that honeypots can identify intruders. It turns out that there is a war going on.
Each side is developing tools to identify and neutralize the other side. This was the most interesting part of
the book for me. This war is not for the faint of heart or the amateur Honeypot operator. If you don’t know
what you are doing, the attacker can take over your computer, and use it against other computers! Certain
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types of honeypot (mostly highly interacting ones) are dangerous to use unless you really know what you are
doing. The lesson I took away from this is find a mentor if you want to experiment with honeypots. 

There is much more to this book. There are many case studies at the end, tips for tracking botnets
(compromised computers linked together into ad hoc networks for nefarious purposes), and more information
on analytical techniques. The detail is almost overwhelming. Most of the examples given are not bleeding
edge, because the bad guys are also going to read this book, and they shouldn’t learn too much from it. Better
honeypots are on the way, but so are better exploits. The book gives you a good overview about what is going
on in the battle between intruders and defenders. You need to be aware of it, even if you can’t join the battle.
If you can join, start building Honeypots.

Buyers of the book get an access code to the Safari Books Online web edition of this book for 45 days.
The Web edition is searchable.

Authored by Niels Proves & Thorsten Holz. Published by Addison-Wesley Pearson Education.
Paperback. ISBN number 978-0-321-33632-3. Copyrighted 2008 by Niels Proves. 440 Pages. Published July
16, 2007.

List Price $49.99. (See Membership Benefits Page in this newsletter for 35% discount available. Also
available at amazon.com for about $32.)
For more information visit these web sites:
http://www.inforniit.com/store/product.aspx?isbn:=9780321336323 http://www.awprofessional.com
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